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Attack Small Elements

* Preference for attacking small (2-4 vehicles), lightly
armed convoys with small arms and RPG fire.

« Recommendations:
— When possible, travel in large convoys
— Always remain alert!
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Rear of Convoys

 Enemy forces tend to attack the rear of convoys,

— Especially convoys with a “weak” rear security element (e.g., no
crew served weapon).

— Hostile forces are actively focusing on vehicles at the rear of
convoys to keep the potential attack response to a minimum.

 Recommendations:

— Ensure your convoy has an extremely visible force protection asset.
(The more visible your convoy security is, the less likely you are to
be attacked.)

— Ensure you have a strong rear security element; provide a “trail”
rear security element (if available) that shadows the convoy by a
few hundred meters. This force can more quickly and accurately
engage hostile forces that attack our convoys from the rear.

Unclassified / FOUO



3'd Corps Support Command @

Time of Day

* Most attacks are taking place early morning and late
evening.

— From 2100-0300 remains a very dangerous time to be on the
road.

— There has been a recent increase in the amount of daylight
attacks.

— Many units are not returning fire and enemy feels confident
they can escape.

« Recommendations:
— Stay off the MSR'’s during times of darkness

— Remain alert no matter what time you are on the MSRs and
ASRs.
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IEDsS

Increasing use of Improvised Explosive Devices (IEDs) and/or
mines in roads.

Recommendations:

— Do not attempt to move, or stop for, items in the road, to include:
 Boxes
* Bags
* Debris
« Animal Carcasses
« UXO
« Soda Cans
» Broke-down vehicles
— Give wide clearance to any items on the roads.

— Remember the rules for obstacles — They are being observed.
Hostile forces may directly target Coalition forces that stop to
investigate or clear IEDS—do not stop near a suspected IED.
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|

IED Hidden in Plaster made to
look like concrete block on side

of road under debris /
Garage Door opener detonation /

device (Notice Wire)

Unclassified / FOUO



3'd Corps Support Command @
Daisy-Chain

(Parallel Series)
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IED

« 130mm HE projectile in Plastic bag.
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More IED

« 130mm HE projectile in burlap bag (notice wires coming out of bag)
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Be Aware of Overpasses and Crowds

One of the most prominent methods of attacking convoys has
been attacking from overpasses with small arms, RPGs and
|IEDs.

This allows an attacking force good observation and fields of fire,
good cover and concealment (often), and quick escape routes.

— Attackers may use demonstrations or crowded market places as a

distraction to mask their movement right before they attack with
IEDs or small arms fire.

Recommendations:

Do not to stop under overpasses.
Be extremely cautious when approaching overpasses.

Be on the lookout for personnel on overpasses observing you; they
may be preparing to drop/throw a grenade or IED at your convoy.

Recommend vehicles switch lanes as you draw closer or as you go
under overpass to position yourself in the opposite lane of the one
being targeted.
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Be Aware of Overpasses and
Crowds (cont)

Recommendations: (Continue

Avoid routes where there are built up areas. If a convoy must go
through built up area then move out as swiftly and safely as
possible.

Do not stop at any point, if possible. Maintain a steady speed
throughout the convoy of no less than 35mph.

Most overpass ambushes are directed at the rear/trail elements of a
convoy.

Use a "road-guard"” concept (similar to conducting PT runs) in
which a front gun truck speeds up to and past the overpass, then
sits in overwatch with the gun trained on the overpass as the rest of
the convoy passes under. The rear gun truck then relieves the
front gun truck in overwatch until the convoy is out of small-arms
range, then speeds up to resume rear security.

Roll windows up in crowded areas and watch for personnel
approaching your vehicles.

Lead vehicle in each convoy be equipped with binoculars to scan
overpasses from a greater distance for potential threats.
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Ramming

Ramming vehicles from behind, or attempting to disrupt, slow or
Isolate vehicles in a convoy by driving between vehicles in
convoy.
— They may be attempting to slow or stop your convoy to execute an
attack.

— There has recently been an increase in civilians trying to cause
vehicles in convoys to swerve or stop, especially in southern Iraq.

Recommendations:

— Rear security element must be alert for suspicious activity or
peculiar behavior by civilian vehicles driving around your convoy.

— The current Rules of Engagement allow you to take the appropriate
actions to remove the threat. Consider firing warning shots, or
shoot to disable the venhicle if the threat persists.
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Motorcycles

« Use of motorcycles to attack convoys.
— Motorcycles allow for quick escape from an attack site.
— Quick and maneuverable.

« Recommendations:
— Be alert for motorcycles with driver and passenger.

— Passengers may be used to attack convoy with grenades, RPGs or
small arms.

Unclassified / FOUO



3'd Corps Support Command @

Signal Devices

« Use of flares or gunshots to signal your approach.

e Recommendations:

— Be cautious when you observe flares; these have been used
to signal/warn of approaching convoys/patrols for potential
ambushes.

— Bursts of gunfire have also been used to signal the approach
of convoys/patrols.

— Convoys should limit use service drive (makes them more
visible to hostile forces). U.S. military vehicles are the only
vehicles using headlights during day; which makes them
“stick out” and easier to identify at a greater distance to
hostile forces.
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Other Signals

« Waitch for other signaling measures and signs, particularly in
urban areas.

e Recommendations:

— If you approach a village during hours of darkness, and observe the
lights in houses going off, be alert! This may be a form of signaling
to hostile forces that your convoy is approaching.

— If you observe an absence of children in area where previously
there were numerous children, stay alert! The locals/parents may
have been warned of an impending attack, and the children may
have been pulled out of the area by worried parents.
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Observers

» Use of scouts/recon assets, to include photographing
or videotaping of convoys. Recently the enemy has
been caught utilizing periscopes to observe coalition
activities.

e Recommendations:

— Be observant of people observing you.

— If personnel appear to be counting the number of vehicles in
your convoy, or seem overly interested in your convoy, stay
alert!

— These personnel may be a scout or recon asset for a

potential ambush force farther down the road, and may
call/signal your approach to this ambush force.
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Beware of Children

« Use of children/teenagers to conduct attacks.

— There have been several attacks on Coalition forces that
have involved adolescents as either attackers or “scouts.”

— Children have also been given explosive vests to wear then
sent to coalition troops.

e Recommendations:
— Do not assume children are harmless!

— Be wary of children approaching your vehicles, or observing
your convoy from an overpass.

— Hostile forces could be using/forcing these adolescents to
conduct attacks.
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Cover and Concealment

» Attacks from access roads, buildings, overpasses or thick brush
along MSR/ASRSs.

The enemy will use the above for cover/concealment when
attacking, and access roads allow for a quick escape after attacking
a convoy/patrol.

Rooftop observation by hostile forces is a common tactic.
Hostile forces may warn civilians of impending attacks.

e Recommendations:

Be cautious while traveling through or by any of the above
locations.

In conjunction with other TTP observed (e.g., use of flares/gunfire
to signal your approach; during darkness), you may be able to
anticipate and avoid an ambush.

Convoys should be aware of changes in civilian traffic patterns,
cautious of unusually quiet areas, and be alert for local nationals
watching/observing you from an unusual location (like a rooftop).
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Baiting and Lures

Feigning injury/leading U.S. forces into an ambush.

Recently, hostile forces have attempted to lure Coalition forces into
ambushes by feigning injuries (resulting in Coalition force
attempting to offer help being ambushed).

“Trusted” local nationals have led a patrol to a supposed target,
only to have the patrol ambushed. Several vehicle bomb and
suicide bomber attacks were made at checkpoints during combat
operations in Iraq during March and April.

An Iragi posing as a taxi cab driver feigned a break down and
detonated his vehicle when four soldiers approached killing them
all.

Three Rangers were killed in western Irag when an SUV drove up
to their checkpoint (along with other cars) and then exploded.

In another instance, an Iraqgi at a checkpoint set off explosives
hidden under his clothes wounding a number of Marines.

In all cases, deception was used to get close to U.S. forces and
iIncrease the effect of the attack.

Unclassified / FOUO



3'd Corps Support Command

Baiting and Lures (cony

e Recommendations:

— Be aware of these tactics. Do not lower your guard at any time,
and it is not recommended you stop your convoy to offer assistance
to “wounded/injured” Iragis.

— Recommend all convoys be equipped with tow bars or tow straps
for quick recovery operations after an ambush.

— All vehicles (to include NTVs) be reinforced with sandbags to help
defeat the effects of IEDs/mines/RPGs.
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Emerging TTPsS
« BROKEN-DOWN VEHICLE: HUMINT from Taji area: Vehicle on side of road with hood
up waits for convoy to pass; once convoy passes, truck pulls out and follows convoy to a
designated escape point where it shoots convoy rear vehicle and turns off (escapes).
Remain situationally aware; watch for vehicles on side of MSR with hoods up.

« CAR SEAT IED: On 30 August, an Iragi Security Council member living in Baghdad
died shortly after he sat on what was probably a pressure detonated IED placed under
his car seat; first reporting of a pressure detonated IED placed under a car seat. Never
leave vehicles unattended, or park in secure compounds. Visual inspection of vehicle
prior to use.

 TIME DELAY FUSE AS DETONATOR: IED discovered on 29 July on "Line Road" west
of Taji had three artillery shells rigged with a time-delay detonation device; first reporting
of use of time-delay detonation devices with IEDs in Iraq. This gives the enemy the
advantage of utilizing unmanned standoff attacks, but requires heavy surveillance of
targeted area for military convoys and traffic to determine the best times to utilize such
devices. Randomly timed convoys and traffic movement will help to counter the
effectiveness of time-delayed IEDs.

* USE OF IED AIMING POINTS: On 22 August, a convoy on MSR Tampa in Tikrit was
attacked with an ED. Investigative team identified a probable aim point in median of
MSR; consisted of a mound of dirt with a paint can on top; also found a probable hide
site consisting of concrete blocks ~50 m east of MSR; hide site allowed line of sight to
the aim point, which lined up with the detonation site. Proper dispersal of vehicles in
convoy will minimize damage from IED explosion.
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Bottom Line

Situational Awareness

Be Prepared

Communications

Keep Moving
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Suspicious Packages

 What to do If you receive one
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Suspicious Packages At Home @
or The Office

Recent real-world events require that we view our surroundings
In a new and different light

IF you received a suspicious package or letter at the office,
what should you do?

IF you received a suspicious package or letter at home,
what should you do?

Would your spouse or children know what to do if they received
a suspicious package or letter and you weren’t there?
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LOOK FOR ANY OF THE FOLLOWING:

- Irregular shape, soft spots, or bulges.

- Unprofessionally wrapped with several combinations of tape used to
secure the package and may be endorsed “Fragile-Handle With Care” or
“Rush-Do Not Delay.”

- Cancellation or postmark may show a different location than the return address.
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VCR TapelED X-RAY Image
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Safety First

IF YOU ARE SUSPICIOUS OF A MAILING AND ARE UNABLE TO VERIFY THE
CONTENTS WITH THE ADDRESSEE OR SENDER:

1. DO NOT MOVE OR OPEN.
2. Isolate the mailing and evacuate the immediate area.
3. Do not put it in water or a confined space such as a desk drawer or filing cabinet.

4. Do not change environment around a suspect package. Example, if lights were
on/off , leave them that way.

5. Do not transmit a radio within 25 feet of any suspect package.

6. If possible, open windows in the immediate area to assist in venting potential
explosive gases.

7. If you have any reason to believe a letter or package is suspicious, do not take a

chance or worry about possible embarrassment if the item turns out to be innocent.
Instead, contact your local police department and Postal Inspector for professional

assistance.
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Safety Always

-Train yourself what to look for

-Train your family members on what to look for
- Know what to do

- Know what not to do

- Remember, while the Bad Guys may send an explosive devise, they could also send
a “contaminated” letter or package.

- Just like you should never open an Email from an unknown sender, you should
never open a letter or package from an unknown sender.

Phone Numbers:

Police Fire Department

Postal Inspector
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Weapon Inspection

o It’s the little things that count

 Make sure you do a thorough inspection
of your weapon
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Bottom Line

Be vigilant

Know your surroundings

If it seems out of place...report it
Inspect your gear
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